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Abstract

PGP/GnuPG and S/MIME are the two most common Encryption Standards used in Email. Both do have various
different advantages and disadvantages. This article focuses on the technical and social Implementations and tries
to give an Overview over differences and similarieties.
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1 Introduction
1.1 The Problem

Electronic Mail (Email) is transmitted via the ”Simple Mail Transfer Protocol” (SMTP). This protocol was de-
signed in the early days of the Internet and has two important design problems:

o Like all protocols of the early days, the data transmission is done in cleartext. The message is not protected
from eavesdroppers.

e There is no method of Sender-authentication implemented. Everyone can send an Email with your Email
address as sender address.

Suffering from this two problems, Electronic Mail can’t be compared with a normal letter. Email is more like
a postcard, which everyone can read and everyone can fake.

Electronic-Mail can not be neither used to transmit private data nor for authentication of transactions in
E-commerce. Because of the lack of these features, there have been various attempts to establish a general
Encryption standard for Electronic Mail.

This standard has to be based on asymmetric encryption since Electronic Mail is many-to-many communication
can’t be handled by symmetric encryption algorithms, since it would require a key for every possible combination
between two parties.

1.2 PEM

The first attempt (1985 - 1993) was PEM (Privacy Enhancement for Internet Electronic Mail) defined in
[RFC1421], [RFC1422], [RFC1423], [RFC1424] for ASCII text and the extension MOSS (MIME Object
Security Services) defined in [RFC1848] for everything else. PEM is like SIMIME, which we will describe later,
based on X.509.

Since no major software application implemented the PEM standard, PEM is only used in closed user groups.

Todays most common standards PGP and S/MIME are described in the following sections.

Using PGP/GnuPG and S/MIME with Electronic Mail December 13, 2002



2 PGP/GNUPG 3

2 PGP/GnuPG

2.1 History

The program “Pretty Good Privacy” (PGP) was written in 1991 by Phil Zimmermann, while the US Senate
debated about a Law Proposal, which required providers of communication systems to ensure that the government
is able to obtain the plain text content of their customers communication.

The first versions of PGP used the patented RSA encryption for asymmetric encryption. The encrypted
binary data was transmitted uuencoded with an MD4-Hash. Version 2.0 used the IDEA Algorithm as symmetric
Encryption and an MD5-Hash.

Since RSA was patented in the USA, it was not legal to use or distribute PGP. In Europe, for commercial use a
license for the IDEA algorithm was needed. [Stalli95]

With version 2.5 PGP uses the RSAREF-library from RSA Data Security Inc., which was free to use inside
the USA and PGP was now official distributed by the MIT and VIACrypt. Stale Schuhmacher ported PGP 2.5
to the MPILIB, which was free to use in Europe instead of the RSALIB. This version was distributed as the
”International” version of PGP.

After the Lawsuit accusing Phil Zimmermann of violating the export restrictions was turned down, he founded
PGP Inc. and started programming of the next version, which was released 1997 as PGP 5.0.

Version 5.0 had support for many cryptographic algorithms. The symmetric part of the encryption could
be done with IDEA and additionally Triple-DES and CAST. In Addition to RSA version 5.0 could use Diffie-
Hellman (EI Gamal) for encryption and DSS/DSA for signing. The Hash code can be generated with MD5 or
SHA-1.

At the End of 1997 PGP Inc. was bought by Network Associates (NAI). 1998 NAI released PGP 6.0 which
contains a plug-in for MS Outlook and support for Photo-1Ds [Gerling01]

1999 6.5 was released. Main Addition was a VPN protocol based on X.509. Also in 1999 the first version of
GnuPG was released. It was developed in Europe to prevent the US regulations and patented algorithms were
avoided

2000 7.0 supported MS Windows 2000 and contains a plugin for the ICQ Instant Messenger.

In 2001 Security flaws were found in the DSA Algorithm, which under some circumstances made it possible
to an Attacker, that has access to the private key stored on the disk and a signed message, to compose messages
signed with the victims key. But of course if an attacker has access to the private key, it is more likely that such
an Attacker will successfully crack the weak passphrase. [KIiRos01]

In 2002 PGP Corporation has bought back the PGP business unit from NAI.

This section was mainly compiled from [Stalli98] and the PGP Website.
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A Key ID of recipient's
Session key I plﬁllc_key_ —_
component Session Key Encryption
X with Bobs private key
Timestamp
Key ID of sender's
Signature | __ public key
Leading two octets
| of message Digest
Message Digest ¢ Encryption with
X Alice's public key ZIP and Encryption with
Filename Session key
Timestamp
Message
Data

Figure 1: General Format of a PGP Message (from Alice to Bob)

2.2 Operational Description

2.2.1 Using PGP to sign Messages

Creating a signed message is done in the following steps:
1. The sender creates a message
2. A hash code is taken with SHA-1 or MD5

3. The hash code is encrypted with RSA or DSA using the senders private key and appended to the message.
Verifying a signed message is done in the following steps:

1. The receiver uses RSA with the sender’s public key to decrypt and recover the hashcode.

2. The receiver generates a new hash code for the message and compares it with the decrypted hash code. If the
two match, the message is accepted as authentic.

2.2.2 Using PGP to encrypt Messages
Creating an encrypted message is done in the following steps:

1. The sender generates a message and a random 128-bit number to be used as a session key for this message
only.
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2. The message is encrypted using CAST-128, IDEA or 3DES with the session key

3. The session key is encrypted with RSA using the recipient’s public key, and is prepended to the message.
Decrypting an encrypted message is done in the following steps:

1. The receiver uses RSA with its private key to decrypt and recover the session key.

2. The session key is used to decrypt the message.

2.2.3 Using PGP to sign and encrypt Messages

The methods described above can be applied to the same message. First the message is signed and then the
message with the signature is encrypted. PGP compresses messages per default.

2.2.4 The PGP Message Format

The structure of a PGP Message is shown in Figure 1. This Figure shows some aspects, we have not mentioned
yet:

o A compression is applied after the signature, to save diskspace and to remove redundancy from the message
before encrypting it. The Compression is applied after the signing, because the ZIP Algorithm is non-
deterministic.

o Since the encrypted Message is binary, it has to be converted to ASCII before it is delivered. This “armoring”
is done with a radix-64 conversion.

e Because a User can use more than one Key pair the PGP Message can also contains Key IDs of sender and
receiver, so the right Key for the decryption can be determined. The Key ID consists of the least significant
64bit.

2.3 The Web of Trust
2.3.1 Exchanging keys

If Alice wants to send Bob an encrypted message, she needs to receive the the public key from Bob. This Key
exchange has to occur on a different media than email. There are the following possibilities:

e Physical. When Alice and Bob meet, they exchange their keys. This is the most secure method, but it is not
always possible

o Telephone, Paper. Alice and Bob can exchange their Keys through letters or telephone in the radix64 format.
This is very timeconsuming and can easy result in errors. More practical is the exchange of the fingerprint,
which is a hash digest of the key via telephone/paper and then transfer the keys via Electronic Mail and
verify the fingerprints. A good example for this method is the Key of the ¢’t magazine, which is printed in
the imprint of each magazine.

e Exchange the keys through a third person or authority, which both Alice and Bob trust. This third person
Charlie generates a signed certificate. This certificate includes Bob’s public key, the time of creation of the
key, and a validity period for the key. This certificate is signed with Charlie’s public key. The certificate can
then directly be sent to Alice. This method requires that Alice has already verified Charlie’s key.

Since method three is the most practical method, large chains of people trusting each other exist. These chains
are connected to a ”"Web of Trust”. A sample graphic is shown in Figure 2
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0x466B4289 0x75BE8097 0 0xBDB050D 0x8421F11C
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Paul Vixie H. Peter Anvin Linus Torvalds Thomas Roessler
0x8972C7C1 0x2BCBC621 [P  O0x449FA3AB 0XCE6AC6C1
cron Linux mutt, RFC3156

Figure 2: A Web of Trust between myself and some famous hackers

2.3.2 Keyservers

A Keyserver stores Keys and the signed certificates for this keys. Everyone who gets a signed message or who
wants to deliver an encrypted message, can contact the keyserver to get the public Key of a person he doesn’t
know. PGP/GnuPG can be configured to automatically fetch unknown Key IDs from a Keyserver.

There are various public Keyservers all around the world which synchronize each other more or less frequent.
They are usual reachable via http, vie Electronic Mail and sometimes via ftp. If you want to make your key
available to other people, you can upload your key. Public Keyservers are write-only. It is not possible for anyone
to delete a key from a Public Keyserver, so a key that is uploaded to a keyserver is archived and can be requested
even if the Keyowner lost his corresponding private key or has even died.

The fact, that there is a key of Person X available on a Keyserver does not mean anything, since the Keyserver-
software does not check the validity of the key.

If a Key gets compromised, it is possible to attach a key revocation certificate to the key, to make sure that
nobody uses this key. It is also possible to generate a subkey which states how long a key is valid.

Some statistics about the Keys on a public keyservers taken from www.us.pgp.net in April 2002 [Streib02],
which also gives an impression about how many people may use PGP:

Size of binary keyring ca. 1900 MB
Number of Keys 1,649,308
Non-revoked keys with at least one non-self signed signature 158,707
Total non-self signed signatures 332,894
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2.3.3 Key Analysis

Like the Figure 2, the global Keyring can be seen as a huge graph. Every Key is a point and every signature is an

edge. Only 10% of the Points do have an edge.

There are thousands of small sets between groups of friends. As people from different sets exchange keys,
these sets grow together to one larger set. The larger a set is, the higher is the possibility, that other sets get
connected to this one. So in the end there will be one large set that sucks all the smaller sets. At the Moment
(December 1) there are ca. 16.000 keys connected to the strong set [Harris02]. Over the last year the strong set

has grown with a rate of ca. 114 Keys/week.

Here is a table, how many hops are need to reach my key from every other key in the strong set:

0 hops:
1 hops:
2 hops:
3 hops:
4 hops:
5 hops:
6 hops:
7 hops:
8 hops:
9 hops:
10 hops:
11 hops:
12 hops:
13 hops:

The mean distance to my key from all keys in the strong set is:
The Average mean distance of all keys in the strong set is :

1

40
806
3254
5128
3644
1887
722
304
97
37
21

6

2

4.4220
6.4797

Another nice keyring statistic site can be found at [Langasek02], where the global keyring is modeled as a

sphere and volume and density are compared over the last year.

2.4 Implementation in existing MUAS

People who want to use, PGP for Electronic Mail are facing various Problems:

1. Some older versions are incompatible with newer version. Older versions don’t understand the Algorithms
of the newer PGP versions. Users of GnuPG e.g. may not have an IDEA license and the IDEA plugin to read

the IDEA encrypted messages.

2. Some broken MTASs are converting mails to different encodings (8bit, 7bit, quoted printable etc.). This may

damage the signature.

3. Some MUAs don’t understand PGP, e.g. the MS Outlook Express program which is one of the most used
MUAs displays PGP Mails as empty Mail with attachment, and because of the Email-viruses, most users

don’t open Attachments from empty mails anymore.
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But the main problem people using PGP are facing is, that there currently two common Mailformats which are
used for sending PGP Mail. The "right” one is defined in [RFC3156]. It defines MIME Content-Types for PGP
messages. The other common format declares the PGP body as plain/text. The second is easier to implement for
Plugins, because there is no need to implement MIME.

Using MIME makes it easier for MUASs to display the PGP message. The user doesn’t have to read "BEGIN
PGP MESSAGE” or the unreadable characters of the PGP signature, while reading his email. And when he
replies, the MUA can automatically remove the parts which are not intended to be read by humans.

MUAs that support OpenPGP native or with Plugins are among others:

e Qualcomm Eudora

Mozilla

mutt (The author of mutt has written the RFC)
Apple Mail

Sylpheed

Ximian Evolution
A detailed list can be found in the GnuPG FAQ.

From ni hi @acl . ch3cooh.org Wed Dec 4 13:12:13 2002

Return-Pat h: <ni hi @acl . ch3cooh. or g>

Recei ved: from nacl.ch3cooh.org (chel | 0213047125199. 14. uni vi e. tel eweb. at [213.47.125.199])
by postler.viennaweb.at (8.11.6/8.11.6) with ESMIP i d gB4CCCC00718

for <tilman@rved. de>; Wed, 4 Dec 2002 13:12:12 +0100

Recei ved: by nacl.ch3cooh.org (Postfix, fromuserid 1000)

id 8D9D356D56; Wed, 4 Dec 2002 13:16:44 +0100 (CET)

Date: Wed, 4 Dec 2002 13:16:44 +0100

From M chael Bauer <m hi @h3cooh. org>

To: Tilman Linneweh <til nan@rved. de>

Subj ect: Re: cing

Message- | D <20021204121644. GA17121@acl . ch3cooh. or g>

Ref erences: <20021202145433. GA11816@acl . ch3cooh. or g> <20021202181031. 5f dOdce5. ti | nan@r ved. de>
M re-Version: 1.0

Cont ent - Type: nul tipart/encrypted; protocol ="application/pgp-encrypted";

boundar y="f UyQa+Pnt3Fr FX/ N'

Cont ent - Di sposition: inline

I n-Repl y- To: <20021204125736. 7da89clc. ti | nan@rved. de>

User-Agent: Mitt/1.4i

- - f UYQa+Pnc3Fr FX/ N
Cont ent - Type: application/ pgp-encrypted
Cont ent - Di sposi tion: attachnent

Version: 1

- - f UYQa+Pe3Fr FX/ N
Cont ent - Type: application/octet-stream
Content - Di sposition: inline; filename="nsg.asc"

————— BEG N PGP MESSAGE- - - - -
Version: GhwPG v1.0.6 (OpenBSD)
Comment: For info see http://wwmv. gnupg. org

hQEOAZ Ok BDBNRNGEAP/ WKuLwbQuesgxi JGVwGBNAH +QOXhqx| 8v SwwERIVonQ
XVqix!l dJG bBbyj 31 Rel ECBXCAzysZt PTOVWEV+ qen9BkbRoe8YR2GAY3t / Ral v
17QIkr nH42esbScRPOKKZFP7721 WIMy TLQ QAU | wxVb5vr BI 1Jw8QxS10g5Q gD
+gMgpW 0z Xgf | TUAW XXgCWRomDi dNJ 7hhPINAt 8k GOe XIMAVALNRZKML UVX NVKt

SKj t HTQJodwxcVr GARdr 6sx4HwNLr OvUn4a37Y] 6MBI UThOQd7QaJ5Ur Twh7j QX
HdONVBubgqEi 90YzCn/ nxj 4e300x P+NuWwz Mk 9y RWyW pOukBynO72ab4xTul LvUl

PFi ZWZ2wi wFBt 9eHb2I VInli vf wgzWiUChI n11gqBknxWoge FpHBr Ay UAwEFf dm
BFVTZG+5nmBSt VhppKLyannmBp8mlW// 00xKRGet nvelsYgl RQRBq75FKe6di /| Af e
r 5K5gc R/ OSUnk F30KPJ42hPdWESS3KaE52q+USBCVRI ynBABobat / hORFZt DfF Ww
qk8j yUcpWg+XMIMS0yWCAl p3x Ev5HY7NpdA/ 0e22+V6YPDANZ 1y TU7qxhHW Wy E
KI CYMOBr 849F/ w2r AkMHhXbUi e CG w50y QBUnKqa Q@8 f 5Ag7vq3CBFZDKI REVN
Qi t yr hpO20EARONOS/ t 22/ / JFt 4r QvZdUb8| pH2OVESVK XFB5st B3j pgl Ka4VDKO
Fsl t 8/ C5K290ZMFUE8B9v B+nfet oXwQlZ1JUnSeGTILKk4NgELGnYxSWagLgi 8nj |

MXVOUKk pzdETI xUms DuSbX/ f WKWBAFHLINn2U1w 090ZCA 0Pc4qf ghRHISgLN5r wb
7Pi evl 5rj g/ U+7DAIW K4w7XI f Af buGyd7Xc OUKEL9uPTPur K8Pr dht xeP+CPNNf

6+4MOYORs| +k6Vu4sr ekGBnR790Hhy sWWhiTooa7eys+BkScL6upS6D4Ji Qnivs4/ 1
Ovt m2xHzdVi cwpHZ6V53seAgWbSsvhee0+3gPk OxwhVEhf Ut 31 waeyvi N7708wr
aBFPDhH 4uu6bvSj 2ddwhDnSaovu8dUJBxvJI DTLt 8pBi SELYSf TXg39t 4s8Mz/ 5S
N ZI kf Mlvyi UdMDo054St uzi | hcyVZUARTps| KROXy Or 4g==

=+vde

- - f UYQa+Pne3Fr FX/ N- -
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The other common format declares the PGP body as plain/text and uses the default inline format generated by
PGP. This format is standardized in [RFC2440] This is easier to implement for 3rd party Plugins, because there is
no need to implement the MIME, the mailbody can be directly passed to a PGP-wrapper. But it may cause more
problems with signatures, because signatures can only validated, if the message only contains ASCII characters,

and attachments can’t be signed.

The ”bad” MUAs that only speak the inline format include among others:

MS Outlook

pine

e elm

Lotus Notes

o Novell Groupwise

Recei ved: by postler.viennaweb. at (nbox arvedde)

(With Cubic Circle's cucipop (v1.31 1998/05/13) Wed Jun 12 18:21:06 2002)

X-From: kyrah@nu.org Wed Jun 12 18:11:35 2002
Ret ur n- Pat h: <kyrah@nu. or g>

Received: fromeris.simno (N823P008. adsl . hi ghway. t el ekom at [ 62. 47. 46. 200] )

by postler.viennaweb.at (8.11.6/8.11.6) with ESMIP id g5CGBYnD7690
for <tilman@rved. de>;, Wed, 12 Jun 2002 18:11:34 +0200

Recei ved: (from kyrah@ ocal host)

by eris.simno (8.10.2/8.10.2) id g5CG-cl 10012

for tilman@rved. de; Wed, 12 Jun 2002 18:15:38 +0200 (CEST)

X-Aut hentication-Warning: eris.simno: kyrah set sender to kyrah@nu.org using -f

Date: Wed, 12 Jun 2002 18:15:38 +0200

From Karin Kosina <kyrah@nu. or g>

To: Tilman Linneweh <til nan@rved. de>

Subj ect: Re: Your signed key!

Message- | D: <20020612181538. D6721@i m no>

Ref erences: <200206121807.50868.ti | man@rved. de>
M ne-Version: 1.0

Cont ent - Type: text/plain; charset=us-ascii

Cont ent - Di sposition: inline

User- Agent: Mitt/1.2.5i

I n-Repl y- To: <200206121807.50868. ti| man@rved. de>; fromtil man@rved. de on Wd, Jun 12, 2002 at 06:07: 41PM +0200

X- Home- Page: http://kyrah. net
X- PGP- Publ i c- Key: 10240/ 1FE281EB

X- PGP-Fingerprint: DD56 DO1C FAEC C59A CA81 5951 EEFB DD3A 1FE2 81EB

————— BEG N PGP MESSAGE- - - - -
Version: GhwPG v1.0.6 (Darwin)
Comment: For info see http://wwmv. gnupg. org

hQEOAZ Ok QB DBNRTGEAP+NWHBUAW NDMAGY 21Ji | Z9qk9UZzsoaFl 6DF aRr bKI GP
ul USSEI 92 GUOMHS RAYTPVNr Ey Ykxu32wj DZKKDVDr JHCL6CHF pDi Qugadk6Uvian
VQIpOyS4+Gankped| 23CPMTEar SFgz SYZqAmeKTht TAOdRhp2EWV-+Ff Af or r 2UD
/] r954ZQaz/ 0i nws1Tp1CORe/ PHy Et Twd+EGhj kzS9ZLXFEt | vxvyhh7Ki Tt UAHG
nyNu86nNCCOB9RCO00CV+26j 8s/ N62xX9t N8Cgi XQuqh3Dkyk GnK+020OMAJi z49H
PDXphFT8I bpf j whWWewd AMAFNZAEt yuCJ/ GSxKEO43f pOs Df AUa2r wpUxn2hudKB
3UUPOMIj | qQOUUSONVLIT 3860X5+gi LO58WAHOGBFGJ BEei 9A3NWHTKG2/ yJqch5
wnut dCNXXYQbTOFR/ 7nv0r ewCC07EF697 OXKn+PvbwpRgi KNq4Bx9Bbusf TBQYJB
uzl 6DC+2w6Q 0Jnwi yj Mou+CSXNMDf 2ZZFI P49Vd4r eCnOnZFZBGV4AxWheCkuxgl /
U3aFY8/ s3yy43/ ERBnmCAg9/ RSOSwv BPKNpoz 1dVQxVEIXuMyZ20j mNs AdqAEGY
GwWUe7Bpb3dFF8G FAAL+50C1 CMV7/ 9f KR6WBFS] L2nBTe6net / E4qi OUj XgUOwkX
+1 0Ngu34t i r wOx216RYToA+qhm\KI j zU+AhX7SUpk ESbQTI UEeFOCot A6 TGS HSD
d3nAZuwd6GQ7 74az 85w+Xx RYUCOMXWDI SAh1GUBhmkWs n2r FcgShqOgOBalwBsLI ¢
58GpUBERN4WEPN xxAi khRgVxvU1Bo1xxK5/ i GTt f aHTgKkgsryl | 01 g9ZBpoDr O
j BVWEROLKx Kot Tj ZVSCF nj L5r we=

=0gg6

————— END PGP MESSAGE-----
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3 SMIME

3.1 History

In Contrast to OpenPGP, which is a standardized version of the Data Format used by the program PGP, SIMIME
was defined as a Standard and later implemented by different programs.

The Development of S/IMIME started in 1995 at RSA Data Security Inc. together with major Electronic Mail
vendors (Microsoft, Lotus, Qualcomm). S/MIME is based on CMS (Cryptographic Message Syntax) from the
PKCS#7 Standard [RFC2315], which was defined by a consortium including RSA, MIT, MS, Apple, Digital,
Lotus and Sun and X.509v3. PKCS is also used in SET (Secure Electronic Transaction). PKCS #7 in turn is
based on ASN.1 DER (Distinguished Encoding Rules)

In 1998 S/IMIME version 2 was published in [RFC2311] and [RFC2312]

In 1999 work continued in the IETF SIMIME Working group resulting in S/Mime version 3 defined in
[RFC2632] and [RFC2633]

Currently S/IMIME version 3.1 is discussed as an Internet-draft.

3.2 Technical Approach

S/MIME is based on MIME (Multipurpose Internet Mail Extensions) which are defined in [RFC2045] and the
following. The procedures of Signing and encrypting are very similar to PGP:

3.2.1 Using SIMIME to sign a Message

Creating a signed message is done in the following steps:
1. The sender creates a message
2. A hash code is taken with SHA-1 or MD5

3. The hash code is encrypted with DSA or RSA using the senders private key and appended to the message.
Verifying a signed message is done in the following steps:

1. The receiver uses a asymmetric algorithm with the sender’s public key to decrypt and recover the hashcode.
S/MIME Agents must support DSA/DSS and should support RSA

2. The receiver generates a new hash code for the message and compares it with the decrypted hash code. If
the two match, the message is accepted as authentic. SIMIME Agents must support SHA-1 and MD5 and
should use SHA-1.

3.2.2 Using S/IMIME to encrypt Messages

In contrast to PGP, SIMIME was designed to not violate the US export restrictions for cryptography, so it is
possible to restrict the key length.
Creating an encrypted message is done in the following steps:

1. The sender generates a message and a random session key.

Using PGP/GnuPG and S/MIME with Electronic Mail December 13, 2002
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version

serial number

algorithm identifier

issuer

period of validity

subject

subject's public key

signature

Figure 3: An X.5009 certificate (from [Schneier96]

2. The message is encrypted using a symmetric algorithm. S/MIME agents must support 3DES and should
support RC2

3. The session key is encrypted with RSA or EI-Gamal and the Public Key of the receiver. It is also possible
to encrypt the session key with a symmetric algorithm if the Connection is secure. S/MIME agents must
support EI-Gamal and should support RSA.

Decrypting an encrypted message is done in the following steps:

1. The receiver uses RSA with its private key to decrypt and recover the session key.

2. The session key is used to decrypt the message.

3.3 The S/IMIME Certificate Format

The structure of an X.509 Message is shown in 3. The version field contains the protocol version of the certificate.
the serial number is a unique number for the CA. The algorithm identifier defines the used algorithms and the
needed parameters. The issuer field contains information about the CA. Period of validity contains two dates.
subject contains information about the user of the certificate. The ”subject’s Public Key” field contains name and
parameters of the algorithms and his public key. The last field contains the signature of the CA.

3.4 Certificate Handling

The user agent generates a key which is registered at a CA. The CA sends an X.509 certificate to the user. The
user agent also has a keyring of the most well known CAs, which the user has to trust to verify incoming Mail. In
difference to PGP an SIMIME key usually only contains one signature of a CA. A sample tree can bee seen in 4
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Alice

Figure 4: Example for a certification hierarchy (from [Schneier96]

The information required to get a certificate from a CA is not standardized. Often there are several Classes
of certificates. Class 1 usually means only the Email-address has been verified. Class 3 usually means personal
presence plus ID document and business records.

3.4.1 Exchanging keys

In Contrast to PGP, An S/IMIME Signature always contains the Certificate with the Public key of the Originator.
The reason is, that there is no central Keyserver like in PGP. But there are Implementations of an S/IMIME
Keyserver based on the LDAP protocol. With SIMIME it is easier to verify a signature of an unknown person,
but it is overhead if you already have the keys of the people you exchange mail with.

Detailed descriptions can be found in [Oppliger00] and [Spiegel99].
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3.5 Implementation in existing MUAs

The following common Mail Clients should support S/IMIME (according to [Kossel02].
e Eudora

e Mozilla

e Outlook
Below is a sample from an S/MIME signed message.

Return-Path: <tilnan.|inneweh@eb. de>
Recei ved: from nail gate5. cinetic.de (mailgate5.cinetic.de [217.72.192.165])
by postler.viennaweb.at (8.11.6/8.11.6) with ESMIP id gBBCcrJ02399
for <tilmn@rved. de> Wed, 11 Dec 2002 13:38:53 +0100
Recei ved: from web. de (fnomail 01.dl an.cinetic.de [172.20.1.45])
by nail gate5. cinetic.de (8.11.2/8.11.2/SuSE Linux 8.11.0-0.4) with SMIP id gBBCcsX28088
for tilman@rved. de; Wed, 11 Dec 2002 13:38:54 +0100
Date: Wed, 11 Dec 2002 13:38:54 +0100
1d: <200212111238. gBBCcsX28088@rai | gat e5. ci neti c. de>
M ME-Version: 1.0
Organi zation: http://freenail.web. de/
From Tilman Li nneweh <tilnan.|inneweh@web. de>
To: tilman@rved. de
Subject: Digital Signierte Mail
Precedence: fmuser
Content-Type: nul tipart/signed; protocol ="application/x-pkcs7-signature"; nical g=shal; boundary="---SKER1039610333--";

This is MM

————— SKER1039610333- -

Content - Type: text/plain; charset="iso-8859-1"
Cont ent - Transf er - Encodi ng: 7bi t

Hallo! Dies ist eine Digital signierte Mil

Di e Gruppen-SMS von WEB.DE FreeMail - nit einem Klick nehrere Freunde
gleichzeitig erreichen! http://freemail.web. de/features/?nc=021181
————— SKER1039610333- -

Cont ent - Type: application/x-pkcs7-si gnature; name="smi me. p7s"
Cont ent - Transf er - Encodi ng: base64

Cont ent - Di sposi tion: attachnent; filename="smni ne.p7s"

Cont ent - Descri ption: S/M ME Cryptographic Signature

M AGCSqGS! b3DQEHAGCAM | FzAl BATEI MAC GBSs OAWl aM AGCSGGS! b3DQEHAQAA
ol | D+DCCA’ QuggLcoAMCAQN CBAELA18WDQYJKoZI hvc NAQEEBQAWgaAx Cz AJBgNV
BAYTAKRFMVRI WEAYDVQQKEW XRUI UREUgQUcx FTATBgNVBAS TDFRy dXNOI ENI bnRI

cj EaMBgGALUEBXMRROO3N | yNyBLYXJsc3J1aGUxLTAr BgNVBAMTJFAFQi 5ERSBU
cnVzdEN bnRl ci BFTWEpbClazXJ0aWzpa2F0ZTEbMBKGCSqGS! b3DQEJ ARYMIHI 1
Cc3RAd2Vi LRl MB4XDTAy MT| x MTEx Mz Uy MLoXDTAz MT| x MTEx Mz Uy MLowe DELMAKG
ALUEBhMCQUQXFDASBgNVBAGTC091 ¢3R! cndl aWNoVRI WEAYDVQQHEWKXMIcw Fdp
ZWix GDAVBgNVBAMI D1 RpbGLhbi BMaVBuZXdl aDEl MCMGCSGS| b3DQEJARYWIG s
bWEULnxpbn6l d2VoQHdI Yi 5kZTCBnzANBgkghki GOWOBAQEFAACR] QAwg Yk Cg YEA
6cpINbYpRzZYhbKpf FB8j | DTFK7i L6uZ3sj oBbVFpkd37mvxg9Sj maxr xRbsUf bQ
BEBCf / RAGPEoa2k 1l usor r SWK3V/ 6sy| Dy6sr qFzLi PWOYEh4c7y61nel NFDI Go/

KFj oi BTIB/ k8C+Ynt N7LQa1CBJaZPAj zr pOA7TVBQQr s CAWEAAACBADCB3 TAs Byl g
hkgBhvhCAQQEHX YdaHROCHVBLY 90cnVzdC53ZW uZGUvenZDQS8/ czOwl wyJY! ZI

AYb4QECBBYWGh0dHBz O 8vdHI1c3Qud2Vi LnRl MBYGOWOGSAGGHEI BAWQIFgev
cnYvP3MBMBYGCWOGSAGGHEI BBWQI Fgcv e miv P3MDVBo GOWCGSAGGHEI BCAQNFgsv
SA sZmiQUACLZzApBgl ghkgBhvhCAQDEHBYaRnJ| ZWLhaVigRWM haWhg Y2Vy dGl m
aWNhdGUWEQYJ Y1 ZI AYb4 QuEBBAQDAG OWVAOGCSGGS! h3DQEBBAUAAAI BAQCH57Di

t Akf X4enmbedsUcgl kcuKPJdVf 9VGPr nj RF4Ef yg/ r OcAf j | sl i Sd6YMAABSkv QA8
ZBYyWkvguDb8kvXi 589asBOnNULFpGbE/ i 1Kj VFq4qQeek/ i zd8VgVabFr r PHqwZj

1qPNQXVZKGq3RhBMWKDN yf 0eq nQE8pD+dBQIb7ahf GLI +1MHUZex1YEHZGIVuWv
ZXdo9i JqnxgEbXGXu6L4ANnST kI hHS9s S8VCuzZ2hSa7/ r HNoXOLAOhRvTDt EAp9Yv
JOLwdi ZZ540LAUz3mB8eQue CZGQUVS] Nr VCPi 1ZH r ncwwFkwBj nj U/ Jj 67aVTH
34t Sal 1Q+n/ Lj yP1MYI Br zCCAas CAQEwgakwgaAx Cz A BgNVBAYTAK RFVRI WEAYD
VQQKEW XRUI uREUgQUCX FTATBgNVBAS TDFRydXNOI ENI bnRI ¢j EaMBgGALUEBXMR
RCO3Nj | yNyBLYXJIsc3J1aGUxLTAr BgNVBAMIIFdFQ 5ERSBUcnVzdEN bnRI ci BF
TWEpbClazXJ 0aWzpa2F0ZTEbMBK GCSqGS! b3DQEJ ARYMIHI 1¢3RAI2Vi LRI AgQB
OMf MAK GBSs OAWM aBQCgXTAYBgkghki GOWOBOQWK OWYJKoZI hvcNAQ: BMBWGCSG
S| b3DQEIBTEPFWOWN] EyMIExM MANTNaMOMGCSGGS| b3DQEJ BDEVBBTWr | Jt D3d
| Al Kf 7] dCQBS1 VRSV TANBgkghki GOWOBAQEFAASBgJ WMHVhUXqI bi T+GCht t 1PH
Nx50L4YDRMNKHK+72/ eM j mO m061t WKLLQK2T2ROANPQ UXOWRS WF/ ccZpxSIQ
q8rwj 1vSLI/ Czl | vEsovm++duvhUngr XGQxj bex UPTNI gX4r r ak OCEASQxH vsw
TgAHEr SBex| f LUP7T5nc AAAAAA==

----- SKER1039610333- - - -

3.5.1 Project Agypten

The German BSI has launched this project to implement a Free Software S/IMIME reference Implementation.
The Free-Software Companies Intevation, g10 Code and Klarédlvdalens Datakonsult AB are contracted to produce
S/MIME plugins for KMail and Mutt.

The result of this project has been recently merged into the upcoming KDE 3.1 and the mutt 1.5 Development
branch.
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3.5.2 Problems

The German BSI (Bundesamt fiir Sicherheit in der Informationstechnik) makes interoperability tests every
quarter. Although everything is standardized, it is quite difficult to find a working combination. In the last tests
(results at http://www.bsi .de/ only 5 out of 12 products were able to communicate with the others.

How this could happen although everything was standardized?

Anyone who has had to work with X.509 has probably experienced what can best be described as 1SO water
torture, which involves ploughing through all sorts of 1SO, ANSI, ITU, and IETF standards, amendments, meeting
notes, draft standards, committee drafts, working drafts, and other work-in-progress documents, some of which
are best understood when held upside-down in front of a mirror. This has lead to people trading hard-to-find
object identifiers and ASN.1 definitions like baseball cards - ”’I’ll swap you the OID for triple DES in exchange
for the latest CRL extensions™. - Peter Gutmann in his ”X.509 Style Guide” http://www.cs.auckland.
ac.nz/"pgut001/pubs/x509guide.txt

In this document Peter Gutmann also tries to collect information about various faults in X.509 Implementations
and common broken certificates.

Apart from the difficulties implementing the right standard, there is the problem of distributing the CA
certificates. Usually SIMIME User Agents come with some default CAs. If a certificate is signed by a CA not in
the User-Agent, the Receiver has to get the Certificate from the CA (e.g. the Website) and verify it. In Contrast
to PGP the trust path is narrow and each hop(CA) becomes a Single point of failure. The verifier of a certificate
has to trust all CAs on the trust path. If a CA certificate is compromised, there is no easy way to tell the users that
do have the CA Certificate in their keyring. . More risks about this PKI system are described in [ElISch00].

Another Problem for S/IMIME users are the costs of a certificate:
e A”TC Certificate” from http://www. trustcenter .de costs 62 EUR/year.

o A certificate from T-TeleSec http://www.telekom.de/t-telesec/ is available for 50 EUR/year

4 Summary

4.1 Similarities

Both PGP and S/IMIME are based on nearly the same Algorithms: RSA, DSA/DSS, 3DES etc. Both are using
asymmetric encryption for exchanging a session key and both use symmetric encryption for encrypting the data.

4.2 Differences

Although having the same goal, PGP and S/MIME started from different directions.The following table shows
the main differences:

PGP SIMIME

Large Userbase Small Userbase.

Supported by the community Supported by big Companies and Government

Nearly all MUASs understand PGP Some MUAs understand S/IMIME

Easy to start, Many tutorials on the net  before starting a certificate has to be bought

Big Web of Trust Small "Weak Tree of trusted CAs”

Two incompatible standards Nearly everything is standardized, but there are lot of different implementations.
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In my personal opinion the PGP approach is superior, since it obeys more to the KISS principle (Keep it simple,
stupid). Also I trust a thick Web of Trust of various individuals more than a CA-Certificate which was signed by
a random dotcom-CA.

4.3 The Future

The use of encrypted Email will probably grow, since currently most countries are increasing their efforts on
intercepting communication. Everyone should use encryption as often as possible, to make encrypted email
popular and so difficult to forbid.

Both standards will get more users. Currently there is no killer application for encrypted email, but there are
various possibilities for the future, e.g. e-government. More MUAs will support SIMIME and PGP/MIME. This
will hopefully solve the problems of interoperability.

In the near future none of the both standards will become obsolete, since both have their different purpose and
different users.
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5 Appendix

5.1 Software
http://www.pgp.-com PGP
http://www.gnupg.org GnuPG

http://sourceforge.net/projects/pks/ PKS Keyserver

5.2

URLs

http://ietf.org/html.charters/smime-charter _html Charter of the IETF S/MIME work-
ing group

http://www. ietf.org/html.charters/openpgp-charter_html Charter of the IETF
OpenPGP working group

http://www.philzimmermann.com/ Phil Zimmermann’s Homepage
http://www.pgpi -com/ The international PGP Home Page, Sourcecode, FAQs

http://the.earth._li/ noodles/pathfind.html Jonathan McDowells Keyring Trust
Pathfinder

5.3 Abbreviations
ASN.1 Abstract Syntax Notation One
CMS Cryptographic Message Syntax

DSA/DSS Digital Signature Algorithm, Digital Signature Standard
GPG/GnuPG  GNU Privacy Guard

IDEA International Data Encryption Algorithm

MIME Multipurpose Internet Mail Extensions

MOSS MIME Obiject Security Services

MTA Mail Transfer agent

MUA Mail User Agent

PCA Policy Certification Authority

PEM Privacy Enhancement for Internet Electronic Mail

PGP Pretty Good Privacy

PKCS Public-Key Cryptography Standards

RC2 Rivest Cipher or Ron’s Code after its Inventor Ronald Rivest.
RSA Encryption Algorithm named after the inventors Rivest, Shamir, Adleman
SHA-1 Secure Hash Algorithm 1

SET Secure Electronc Transaction

SMTP Simple Mail Transfer Protocol

SSL Secure Socket Layer
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